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| pwned your router. Oops.

Review of Embedded Security

v

Security is not the goal

v

Small memory foot print

| ow cost hardware

v

v

Little or no disk storage

v

Cost....
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Remember the 1990’s
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JTAG is our friend
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IDA Pro

IDA - The Interactive Disassembler

Version 6.2.111005 (64-bit)

(c) 2011 Hex-Rays SA
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| pwned your router. Oops.

Where did security go?

> No sudoers

> No shadow

> One user to rule them all
> Snmp, telnet, and ssh?

> Using the device to restrict network
access, not the network

> BusyBox still?
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What things could we get to?
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| pwned your router. Oops.

What to do to pwn?

> If only we could add an account
> We can list it's gateway up stream
> Crash the thing

» Get a root shell
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Options for Root Shells...
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Option 1 - | can Haz HASHES?
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_cd

- | pwned your router. Oops.

Option 2 - STRCPY!

Y%

Dump firmware

v

Find and mount the partition

Find web interface binaries

v

Use IDA Pro on Binaries

v

v

Reverse engineer and identify strcpy
& mallocs
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Option 2 - STRCPY! Continued...

THINKS IT'S REAL
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Option 1 - Hashes Exploit

videoman@megalon /pentest/tools/password/jtr-1.7.6-jumbo7/john -w:/pentest/d
Loaded 1 password hash (FreeBSD MDS [32/64 X2])
(root)
guesses: 1 time: 0:00:00:03 100.00% (ETA: 18:08:59 2011) c/s: 10488 trying:
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Option 2 - STRCPY Exploit
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Option 2 - STRCPY Exploit Continued...
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Who needs stricpy?

e MmO e B L o i wr e O i <1 e B o N TR Y T B L0 2000 I

tk glibc detected ##* .cgi: malloc(): memory corruption: Ox1001d320 ***
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| pwned your router. Oops.

Option 3

> You didn’t mention option three.

Modify the image and flash it via the
JTAG interface

That's what it’s for..

> Time however... it's kind of slow.
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DEMO TIME!
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Review

> \WWhat could we do better

B
I
k2
¥

x

1

3
M

Sudoers
Separate accounts

Shadow file

No passwords, each system gets a key-
pair or a trusted public key
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Review

KNOWS

121.0.0.1

Trustwave’
Spider

Monday, July 2, 2012



Conclusions
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Links
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https://dev.metasploit.com/redmine/projects/framework/repository/entry/modules/exploits/linux/http/linksys_apply_cgi.rb
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