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Summary

ÅThe DoS Circus

ÅLayer 4 DDoS: Thousands of attackers 

bring down one site

ÅLayer 7 DoS: One attacker brings 

down one site

ÅLink-Local DoS: IPv6 RA Attack: One 

attacker brings down a whole network



The DoS Circus

Characters



Wikileaks

ÅPublished <1000 US Gov't 
diplomatic cables from
a leak of 250,000
ÅDistributed an encrypted "Insurance" file by 

BitTorrent
ÅWidely assumed to contain the complete, 

uncensored leaked data
ÅEncrypted with AES-256--no one is ever getting in 

there without the key
ÅKey to be released if Assangeis jailed or killed, 

but he is in UK now resisting extradition to 
Sweden and the key has not been released



Anonymous



Operation Payback

Å4chan's Anonymous group

ÅAttacked Scientology websites in 2008

ÅAttacked the RIAA and other copyright 
defenders

ÅUsing the Low Orbit Ion Cannon with 
HiveMind (DDoS)

Å"Opt-in Botnet"



HB Gary Federal

ÅAaron Barr
ÅDeveloped a questionable 

way to track people down 
online

ÅBy correlating Twitter, 
Facebook, and other 
postings

ÅAnnounced in Financial 
Times that he had located 
the άleadersέof 
Anonymous and would 
reveal them in a few days





Social Engineering & SQLi

Å http://tinyurl.com/4gesrcj



Leaked HB Gary Emails

ÅFor Bank of America

Å Discredit Wikileaks

Å Intimidate Journalist Glenn Greenwald

ÅFor the Chamber of Commerce

Å Discredit the watchdog group US Chamber Watch

Å Using fake social media accounts

ÅFor the US Air Force

Å Spread propaganda with fake accounts
Å http://tinyurl.com/4anofw8



Drupal Exploit



Th3j35t3r

Å"Hacktivist for Good"

ÅClaims to be ex-military

ÅOriginally performed DoS attacks on Jihadist 
sites

ÅBringing them down for brief periods, such 
as 30 minutes

ÅAnnounces his attacks on Twitter, discusses 
them on a blog and live on irc.2600.net



Jester's Tweets from Dec 2010



Th3j35t3r v. Wikileaks

ÅHe brought down Wikileaks single-handed 

for more than a day

ïI was chatting with him in IRC while he 

did it, and he proved it was him by 

briefly pausing the attack 



Wikileaks Outage

ÅOne attacker, no botnet



Th3j35t3r

ÅAfter his Wikileaks attack

ÅHe battled Anonymous

ÅHe claims to have trojaned a tool the Anons 
downloaded

ÅHe claims to pwn Anon insiders now



Jester's Tweets



Westboro Baptist Outage

Å4 sites held down for 8 weeks

ÅFrom a single 3G cell phone
ï http://tinyurl.com/4vggluu



Layer 4 DDoS
Many Attackers ςOne Target

Bandwidth Consumption



Companies that Refused Service to 
Wikileaks

ÅAmazon

ÅPaypal

ÅMastercard

ÅVisa

ÅMany others



Low Orbit Ion Cannon

ÅPrimitive DDoS Attack, controlled via IRC

ÅSends thousands of packets per second from 
the attacker directly to the target

ÅLike throwing a brick through a window 

ÅTakes thousands of participants to bring down 
a large site

ÅThey tried but failed to bring down Amazon



Low Orbit Ion Cannon



Operation Payback v. Mastercard

ÅBrought down Visa, Mastercard, and many 

other sites

ïEasily tracked, and easily blocked

ïHigh bandwidth, cannot be run through 

anonymizer

ïDutch police have already arrested two 

participants



Mastercard Outage

3,000 to 30,000 attackers working together





Layer 7 DoS

One Attacker ςOne Target

Exhausts Server Resources



Layer 7 DoS

ÅSubtle, concealable attack

ÅCan be routed through proxies

ÅLow bandwidth

ÅCan be very difficult to distinguish from 

normal traffic



HTTP GET



SlowLoris
ÅSend incomplete GET 

requests

ÅFreezes Apache with 
one packet per second



R-U-Dead-Yet

ÅIncomplete HTTP POSTs

ÅStops IIS, but requires thousands of 

packets per second



Keep-Alive DoS

ÅHTTP Keep-Alive allows 100 requests in a 

single connection

ÅHEAD method saves resources on the 

attacker

ÅTarget a page that is expensive for the server 

to create, like a search

ïhttp://www.esrun.co.uk/blog/keep-alive-dos-script/

ÅA php script

ïpkp keep-dead.php



keep-dead


