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Summary

A The DoS Circus

A Layer 4 DDoS: Thousands of attackers
oring down one site

A Layer 7 DoS: One attacker brings
down one site

A Link-Local DoS: IPv6 RA Attack: One
attacker brings down a whole network




The DoS Circus

Characters



Wikileaks

A Published €000 US Gov't
diplomaticcables from
a leak of 250,000

A Distributed an encrypted "Insurance" file by
BitTorrent

A Widely assumed to contain the complete,
uncensored leaked data

A Encrypted with AE356--no one is ever getting in
there without the key

A Key to be released Kssanges jailed or killed,
but he is in UK now resisting extradition to
Sweden and the key has not been released
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Operation Paybac @

A 4chan's Anonymous group WE ARE

ANONYMOUS
A Attacked Scientology websites in 2008

A Attacked the RIAA and other copyright
defenders

A Using the Low Orbit lon Cannon with
HiveMind (DDoS)

A "Opt-in Botnet"



HB Gary Federal

A Aaron Barr

A Developed a questionable
way to track people down
online

A By correlating Twitter,
Facebook, and other
postings

A Announced in Financial
Times that he had located
the deaderg of
Anonymous and would
reveal them in a few days Aaron Barr




Anonymous speaks the inside story of the HBGary hack

By Peter Bright |

It has been an embarrassing week for secunty firm HBGary and its HBGary Federal offshoot. HBGary Federal
CEO Aaron Barr thought he had u ed the hacker hordes of Anony s and was preparing to name and
shame those responsible for co-ordmatmg the group's actions, mcludmg the demal -of-service attacks that hit
MasterCard, Visa, and other perceived enemies of WikiLeaks late last year.




Soclal Engineering QLI

From: Greg

To: Jussi

Subject: need to ssh into rootkit

im in europe and need to ssh into the server. can you drop ope
firewall and allow ssh through port 59022 or something wvague?
and is our root password still 88j4bbirwlcky88 or did we change to
B8S5criam3rBg ?

thanks

From: Jussi

To: Greg

Subject: Re: need to ssh into rootkit

hi, do wou have public ip? or should i just drop fw?
and it is wlcky = tho no remote root access allowed

From: Greg

To: Jussi

Subject: Re: need to ssh into rootkit

no i dont have the public ip with me at the moment because im ready
for a small meeting and im in a rush.

if anything just reset my password to changemelZ3 and give me public
ip and ill ssh in and reset my pw.

A http://tinyurl.com/4gesrcj



Leaked HB Gary Emails @

A For Bank of America u\:ﬁ
A Discredit Wikileaks ANONYMOUS
A Intimidate Journalist Glenn Greenwald

A For the Chamber of Commerce

A Discredit the watchdog group US Chamber Watch

A Using fake social media accounts

A For the US Air Force

A Spread propaganda with fake accounts
A http://tinyurl.com/4anofw8




Drupal Exploit

Anonymous Takes Down U.S. Chamber Of Commerce And

Supporter Websites

POSTED BY ABMTHEHOMELESS - 05/27/2011

+ 85 COMMENTS

TR ANOMYMOUS, CHAMBER OF COMMERCE, HBGARY

Last Monday, the online activist group Anonymous launched a DDOS attack on the U.S.
Chamber of Commerce website in retaliation against the PROTECT IP Bill, which will
give the U.5. federal government the sweeping power of forcing ISPs and search
engines to block websites they believe to be infringing on copyright and intellectual
property laws. Many are saying, compared 1o their previous attacks on Mastercard, Visa,
and HBGary Federal, that the campaign on Monday was a failure. However, Anonymous
is back and doing some damage.

Late Thursday evening, the collective identified and used exploits on the site to take
down the main page of the U.S. CoC and their web-based mail service. They used a
Drupal exploit to gain access to the site's content manager.

The U.S. Chamber of Commerce wasn't the only website targeted. Several Senator and
arganization websites were also taken offline from 8PM — 10PM EST via DOS. Senators
targeted include Chuck Grassley, Lindsey Graham, and organizations such as the
Mational Association of Theater Owners; all of which had shown their support for the
Frotect IP Bill.



Th3)35t3r

A "Hacktivist for Good"

\.(/.

A Claims to be exilitary :

A Originally performed DoS attacks on Jihadist
sites

A Bringing them down for brief periods, such
as 30 minutes

A Announces his attacks on Twitter, discusses
them on a blog and live on irc.2600.net



Jester's Tweets from Dec 2010

th3)35t3r Jester
www.almedad.net - TANGO DOWN. Temporarily. For the online

radicalization of young muslims in US and Europe.

1£ Llec

th3j35t3r Jester
www.ansar1.info - TANGO DOWN. Temporarily. For online

incitement to cause young muslims to carry out acts of violent
jihad.

1£ Lec




Th3j35t3r v. Wikileaks y

A He brought down Wikileaks single-handved
for more than a day

I | was chatting with him in IRC while he
did it, and he proved it was him by
briefly pausing the attack



Wikileaks Outage

)

I

11/29/2010 2:50:17PM

Uptime

60.85%

1

! I

/130/2010 4:50:17AK  11/30/2010 6:50:17PM

Downtime

1d 3h 50m 39s

The average downtime length is
31m31s

12/01/2010 8:50:17AM

Number of downtimes

93

The longest downtime was 1d 4m
on 11/30/2010 10:38:24AM and the
shortest was 57s on 11/30/2010
10:19:24AM

A One attacker, no botnet




Th3)35t3r

A After his Wikileaks attack

\--//.

AHe battled Anonymous :

AHe claims to have trojaned a tool the Anons
downloaded

AHe claims to pwn Anon insiders now



Jester's Tweets

L B S L by BT RS Ll N = |

tDeck .ﬂ "There's unequal amount of good & bad in

- - [ most things, trick is to figure out the ratio, I

=

Ll act accordingly" http://bit.ly/fl cDeC - DAY
15 #wbc
& th3j3513r, [4] Tue 0B Mar 14:04 via web

OB BN
& User Profile % |

F- Harley Quinn

@th3j35t3r
R Hacktivist for good. Obstructing
the lines of communication for

Friend terrorists, sympathizers, fixers,
facilitators, and other general
bad guys.. living the dream?

B AR v vw.majahden.com - TANGO DOWN.
- - [ Temporarily. For facilitating jihadi

Ll recruitment of young muslims & spreading
propaganda.

& th3j3515r, [+] Tue 08 Mar 13:36via XerXes Attack Platfarm \

¢ Behind you.

hitp://th3j35t3r.wordpress.com
Twitter page

-Fﬂ http://bit.ly/gDxga5 << worth full watch if
-,-Jj You wanna know why | am still
i #TANGODOWN on #WBC 13 days into no
holds barred assault. #nointel
& th3j3513r, [+] Sun 06 Mar 14:10wvia web

¥

9229 99 566

Followers Following Tweets




Westboro Baptist Outage

Performance Charts and Statistics for www.godhatesfags.com | Total time %+ | [ Examine )
Total time for www.godhatesfags.com from Pennsylvania/lNetU-2
Display steps: 15.00 minutes Last sample 9-Mar-2011 01:00:00 GMT
%)
0,50
=]
]
HG.EG
So.ao
k]
L0.20
=
Fri 00200 12:00 Sat 00iQ0 12300 Suyn 0000 12:00  Hon 0000 12300 Tuz 00300 12300 Hed I:II:I:I:II_:I
14 Har 05 Har 06 Har 07 Har 05 Har 14 Har

Total time from PennsulwaniasdIMetll-Z2 to www.godhatesfags.com
Failures CoYoww L hetoraft ocom

A 4 sites held down for 8 weeks

A From a single 3G cell phone
I http://tinyurl.com/4vggluu




Layer 4 DDoS

Many Attackers; One Target
Bandwidth Consumption



Companies that Refused Service to
Wikileaks

A Amazon

A Paypal

A Mastercard
A Visa

A Many others



52

Low Orbit lon Cannon

WE ARE
ANONYMOUS

A Primitive DDoS Attack, controlled via IRC

A Sends thousands of packets per second from
the attacker directly to the target

A Like throwing a brick through a window

A Takes thousands of participants to bring down
a large site

A They tried but failed to bring down Amazon



Low Orbit lon Cannon Y

WE ARE
ANONYMOUS

o5l Low Orbit lon Cannon | When harpoons, air strikes and nukes fails | v. 1.0.3.0 [ — _‘i__"h]

URL  'mastercard.com

IP

Selected target

216.119.208.50

HTTP Subsite [ UDP message

! Acat is fine too. Desudesudesu~
10

Threads <= faster Speed slower=>

Attack status

dle Co g Requesting Jownloading Downloaded




Operation Payback v. Mastercard

A Brought down Visa, Mastercard, and many
other sites

| Easily tracked, and easily blocked

I High bandwidth, cannot be run through
anonymizer

I Dutch police have already arrested two

participants %
X

\: 72

WE ARE
ANONYMOUS




Mastercard Outage

0

Uptime

96.09%

A /\ .

PKM  12/09/2010 8:27:27AM

Downtime

1d 13h 23m 24s

The average downtime length is 1h
29m 44s

| ‘[\g
12/10/2010 4:27:27PN

Number of downtimes

25

The longest downtime was 1d 2h
11m on 12/08/2010 9:38:06AM and
the shortest was 49s on
1211172010 12:12:17PM

@

\; 2

WE ARE
ANONYMOUS

3,000 to 30,000 attackers working together



Cybercrime can ruin entire economies

May 21,2011 1:32 PM | By GREG GORDON

Russian anti-virus guru Eugene Kaspersky does a quick calculation in his head
as he blinks at the ceiling,.

Satisfied, he announces: "About 200000."

That's the number of virus-infected computers in a
targeted attack on SA's internet infrastructure that
would shut it off from the rest of the world. No e-mail.
No electronic transactions. No web searches. No e-
government. No Skype, Twitter or Facebook.
Nothing.

He's not being alarmist - it happened in Estonia in
2007.

And 200000 rogue computers is not a huge number.
Organised syndicates or loners with modest technical
know-how and resources can hamess millions of
virus-infected machines they effectively control to
add muscle to their efforts - from stealing money and
identities to managing online corporate espionage or
collapsing the infrastructure and function of a
country's economy and government.

Kaspersky is CEO and founder of Kaspersky Lab,
one of the world's top four anti-virus software
companies and Europe's biggest. Worldwide, the




Layer 7 DoS

One Attackerg One Target
Exhausts Server Resources



Layer 7 DoS

A Subtle, concealable attack
A Can be routed through proxies
A Low bandwidth

A Can be very difficult to distinguish from
normal traffic




HTTP GET

No. Time Source Destination Protocol Info
74 .208.84.186 HTTP GET / HTTR/1.0 =

b Frame 86: 168 bytes on wire (1344 bits), 168 bytes captured (1344 bits)
P Ethernet II, Src: Vmware 24:3b:c0 (B0:50:56:24:3b:cB), Dst: 06:90:4b:e6:06:10 (06:90:4b:e6:06:1
P Internet Protocol, Src: 192.168.19.52 (192.168.19.52), Dst: 74.208.84.186 (74.208.84.186)

b Transmission Control Protocol, Src Port: 53395 (53395), Dst

-

Port: 80 (8@), Seq: 4231253285, Ack

» GET / HTTP/1.0Ar\n
User-Agent: Wget/1.11.4%\r\n

Accept: */*¥\r\n

Host: samsclass.info\r\n

Connection: Keep-Alive\rin

i




SlowLoris

A Send incomplete GET 2 @@ Apache Status - Mozilla |
rGQUEStS File Edit View History Bookmarks Tc
A Freezes Apache with & @ 0O O (@
one packet per second

Most Visited v  [@] Getting Started [

_ (@) Apache Status o
@ HTTF attack version 3.6 (slow headers and slow N —
Test type and destination Apache Server Status
Attack type Slow headers |* ‘
URL |http:ff192.lﬁﬂ.|:|.l?? Server Version: J!lFlE.Ct'.I.E:,IrEE 14 [LTtlLJ'ﬂtLJ}
server Built: Nov 18 2010 21:19:34
Proxy ||

Leidm mn sl Current Time: Saturday, 12-Mar-2011 07:06:11

Connections 400 Restart Time: Saturday, 12-Mar-2011 06:50:12 B
Connection rate 50 Parent Server Generation: 0
Timeout () 100.0 [ Ranc server uptime: 15 minutes 39 seconds
: 150 requests currently being processed, 0 idle w
User agent |ani|la,-’4.[l (compatib
: . RRWRRRRRRRRRRRRRRRRRRRRRR. .. ... ......c00vieinnnnnn..
D DIEgnDStICS H.I1.I1.I1.I1.I1.I1.I1R.I1.I1.quuud1.l1.l1.l1.l1.l'l.l1RR. ...........................
RRRRRRRRRRRRRRRRRRRRRRRRR. .. ... .....................
Attack-specific parameters RRRRRRRRRRRRRRRRRRRRRRRRR. . . .. ... ....onennannnnn ..
[] Use POST (instead RRRRRRRRRRRRRRRRRRRRRRRRR. .. ... .....................

PROACTIVE RISK Ru




R-U-DeadYet

A Incomplete HTTP POSTs

A Stops IS, but requires thousands of
packets per second

- —— — | | =] | 52 | T—— ‘_
@ HTTP Attack Information - |
|| B 2%
Attack L —
Type Slow POST § HTTP Attack Information . = EN =R
Protocol http
Host 192.168.0.175 Attack
Path / Type Slow POST
TrTreEti s Protocol http =
Target 20000 Host 192.168.0.175
Active 1497 Path /
Connected 1496 TrTee R Te
Error/disconnected 4801 Target 20000
Create error 0 Active 153
- - - = ~ Connected 152
@ HTTP Attack Information = Error/disconnected 19665
Create error 0
Attack 1 Slow POST Diagnostics r
ype ow Diagnastics not en = | B |
Protocol http Service U ilabl
Host 182.168.0.175 [ Savice lnaakbic & L
Path / & C N 01921680175 T¢ A |in
Connections n
Target 20000 . - . |
Active 782 Service Unavailable
Connected 781 1 E
Errorfdisconnected 7639
Create error 0 o .
. . HTTP Error 503, The service is unavailable. _
Diagnostics — =
Diagnostics not enabled. I
PROACTIVE RISK Run attack
i




KeepAlive DoS

A HTTP Keep-Alive allows 100 requests in a
single connection

A HEAD method saves resources on the
attacker

A Target a page that is expensive for the server
to create, like a search

I http://www.esrun.co.uk/blog/keep-alive-dos-script/

A A php script
I pkp keep-dead.php




keepdead



