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Building the DEFCON network, making a sandbox for
10,000 “Hackers”

VideoMan, Effffen, Mac
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David M. N. Bryan

Wednesday, June 8, 2011

eComputer Security
Professional, Aka “"Hacker”

*DEFCON network goon
eOWASP Local and National
*DC612 Group

ePresident of TC Makers
Hackerspace

*HAM radio license

*CISSP

10+ years security experience
ePlay with electronics

eVideo, Bikes, Brews beer

@ _videoman_

P2 Trustwave

SpiderLabs




Pen-Test John Meme

GAN'T TELNET IN
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Luiz Eduardo

* Director, SpiderLabs LAC
- Trustwave

* Wireless Lead @ DEFCON

* YSTS.org Conference
Organizer

* ShmooCon Labs Lead
* @effffn

a0 2010 oot P2 Trustwave
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Chris McEniry

* System Architect, Pwny
Network Entertainment

* Defcon Network Goon

* LISA, Program
Committee

/¢ YOU DON'T LIKE wmy

“""lﬂ[ sHIP RF'""N-
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Network History

defcon-fwl8-p - Traffic - 20i 18.182 (em2)

eIn the beginning... Jeff sa|d let their be mternets
eDC 1 - Sahara

eDC 2 - Sands

eDC 3 - Tropicana

eDC 4 - Monte Carlo, Some interwebs?

eDC 5 - Aladdin, #Fail-maintenance went home for. .
the weekend

eDC6-PlazaTiand ADSL """ '

oDC 7-12 Alexis Park, DSL, T1 from hotel

oDC 13-14 Alexis Park, Wireless PTP high speed
(5mpbs)

oDC 15-18 Riviera Hotel - Wireless PTP,
6,12,15,20,100 mbps

) ( _.)'vwi L\l.)' 1LONS
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Goonage!

David

* Defcon 6-18
Luiz

* Defcon 13-18
Mac

* Defcon 16-18

Copyright Trustwave 2010
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Money
We have some, but it's not like it grows on trees

Ho

nion staff -
Union staff |
Infrastructure
“_ _Fiber? - —
Bandwidth = .
Requirements mcreasedf%.' 07 =S
Wireless | : . ¥
Device comp'atltxlu:y e ¥
User density ’ o ‘
Reliability
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Challenge - Skript K33d13s.

I

P2 Trustwave
SpiderLabs




Time
One week on-site, three days for complete setup.
We have lots of gear!
We come from across the country
Team of 8 people
Infrastructure
Wifi
Video
Requires logistics & planning before landing...

Copyright Trustwave 2010 Confidential
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Firewall
All VLANs end up at the firewall- trunked using port channel
FreeBSD (was OpenBSD)
Network
Static routes
VLANSs (~130)
50 DEFCON unsecure Wifi
50 DEFCON 802.1x/Encrypted Wifi
30+ for internal segments
Table of doom
pre-register to dump network traffic
Wall of sheep

Everything that is sent over the unencrypted wireless network, and
contest VLANS.

Copyright Trustwave 2010 Confidential
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Evolution of the infrastructure - DC10

DefCon NOC

e e s Cinco Cat 6500 weh 2 or ) Area
P -t AB port blaces

for ol of Bt w Loc NOC

NetoaY E Permet Badoe
If ]
‘ i W0 e

CTF Network Tower PC Goar baee 287
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Evolution of the infrastructure - DC11
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Evolution of the infrastructure - DC12

AP | Rosstme N | Ronses gy ¢ g
DCW 192 988 1 11 W2 168 1 1E LAN
MEL A0 5 0 1 NE Y 114 ’ "Poe "

L W e e L ) or oriNe
Patevor | arc 2 > 4 Ocaar =Moo ‘ ' ¢ 1728020 : "vers
A’ é é
AP | Rowsme AP NP Rousers @
OGW 150 88 1 1 OGW 15 OCW Y2 168 1 14
W1 4 1414 Ll Ne
S50 Aedcond L ety .
VLAN D24
" .k 4 v

.......

P2 Trustwave
SpiderLabs

Wednesday, June 8, 2011



Evolution of the infrastructure - DC13
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Evolution of the infrastructure - DC14
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Evolution of the infrastructure - DC14
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Wireless Network - Present Day
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PublicAccess - .- - . .
Reliable Service .o~ . « . v -

rotect‘tﬁ'e Iﬁastructg_rg G -
ce DEFCON-18) Protect the users

Al .
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C

Channel A
User-dens ""3} ~
Roaming / MOBiiF
Minimize “rigks" t
“Deal” withy

C

C

C

C

C
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Desiagn Loncept ,
d - ,—; —

> Centralized Management “goodies”
> (proper) use of VLANs/Subnets

> Block inter-user communication
~WPA2 Encryption + 802.1x Auth
~POE
> “some” WIPS stuff

aruba - Associated Stations

-

Jg— —_— _— e
16:00 18:00 20:00 22:00 CO:00 02:00 O4:00 C6:00 08:00 10:00 12:00 14:C0O
W Stations Current: 541.00 Average: 301.00 Max: 925.01
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Future / Conclusion

- New Hotel!!!

- More Gagigabits!!!
- More addresses

- 801.11n?

- - 1IDS?2

- Logging?

- Lackie?

- www.defconnetworking.org
- DEFCON Photos by EECUE and effffns
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Thank you!

David (VideoMan) M. N. Bryan
Senior Security Consultant
Penetration Testing, SpiderLabs

dbryan@trustwave.com
dave@drstrangelove.net

Luiz (@effffn) Eduardo
Director, SpiderLabs LAC
Trustwave

LEduardo@trustwave.com

Chris McEniry
Systems Architect, Pwny
mac@corgalabs.com
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