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aogendas

iNfro/ motivation
fhe ideo
suUstem architecture

POsSSIiDle Models
pPhose zero

pPhase zero.omne
whot's mext
what else is out there”?
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iNtro / motivvation

* pPlayuing witrh something old

* MiCrosoft location fimder

= pPlayuing witrh something Nmnew

= apple, skyhook, eftc

= Not really kNmowing if oNnd how
people are froacking me

= ... fechnologuy is cool
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WTF IS echo location?

= @ common Mmetrhod of obtaining
iINfForMmotion about & remote ob ject
IS o bounce o wave off of it
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Fhe iIdeo

= UNnderstand how the existing stuff
works

= Ccreate o wi-fi-based tracking
sustem (wirhout reilnventing the
wheel)

= Use existing rechnology o rhe
MAX
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rhe ideos (cCont)

* frock people

= friends
" Maybe o dunomic twitter/ dodgeball thimngu

= enemies
= emplouees
= devices

= Wi-fl enabled or Nmot (phones, loptops,
Vvideogomes, efc)

* Or .. Just For FuMN
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suUstem architecture

monitfors

Clients

"location’ server

Nofification server
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concerns / challenges

Make sometrhing rhat works (d

..oNdis legos

Kiss / laozy 5

DProach

Juhl)

easy of use (or install) on clients./

devices
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Monitor s model

server
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Monifors opproach

= open-wrt, dd-wrt, efc

= Ccommunity wireless-way

= Monitors report o rhe server when
a3 Clientf is seen

= by Mac address? ®

= secure wayg for fhe monitor o talk to rhe
servere
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Client-bosed model

server
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cClient-bosed opproach

device runs special’ sw to talk to
server

iIdeally to be used on ony open wireless
Nnetwork (21 how asboutr metrowifi Netrss

iIdeaslly fo be used on onuy hot spot?

protocol o ralk to server

= vpPn Cclient oNn demand
* Mot hotspot friendiy

= each client has o different usermnoame
= something dnNns-like wirh some unNnused Dits
Flipped”

layerone 2008 echo )) wi-fi (( location



Client-bosed model (conmt.)

" fOO Manu possible platforms

= Use of & haoardwore based wi-fi
deviCce:

* Older ssd cords with wi-fi

= eye-fi like cords
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DoNus: IMpossible Mmodel

= kKuyocera/d-link-like evdo box
= Pros: will be alwous conmected

= Ccons: how o knmnow where it i

= or, whuy Nmot simply use rhe existing
celluloar doato Nnetwork (Chargess)
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Phoase zero

II
-
]
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Phose zero

MixxX of botNn oapproaches

server: vpn concentrator

parse logs using splunk

vpPn Client onNn demand

= or be lazy: Native vpn clients on older
wi-fi oNiy bloackberry

Monitfors Need to be open sustem
aCcCcess-points ®
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phase <ero F-ups

141 40 J'.
'1 "' Ill"'l b
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PpPhose zero.ome
(ako: postr-toorconmn)

NoO actual coding donne

but gotft some oction

logged dota

nergeo oNd alikes
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Phose zero.omne f'—ups

= burNned pcMmcia slor o mu dell
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SoMmple doatas

200
200
200
200
200
200

216.
216.
200.

200
200
200

200.

200

.72.180
.72.180
.72.180
.126.75
.72.180.
.72.180
155.76.
155.76.
126.67.
.126.67.
.72.180
.72.180
113.44.

113.44

.244
.244
.244
.226

244

.244

130
130
142
142

.244
.244

15
15

74.95.200.14
208.54.95.67
189.78.132.176
189.78.164.106
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Hostname
200.72.180.244
200.72.180.244
200.72.180.244
200.126.75.226
200.72.180.244
200.72.180.244
216.155.76.130
216.155.76.130
200.126.67.142
200.126.67.142
200.72.180.244
200.72.180.244
200.113.44.15
200.113.44.15
74.95.200.14
208.54.95.67
189.78.132.176

189.78.164.106

Country Name
Chile
Chile
Chile
Chile
Chile
Chile
Chile
Chile
Chile
Chile
Chile
Chile
Chile
Chile
United States
United States
Brazil

Brazil

more iNfo

City Latitude

Santiago -33.45
Santiago -33.45
Santiago -33.45
Valdivia -39.8
Santiago -33.45
Santiago -33.45
Calbuco -41.7668
Calbuco -41.7668
Concepcidn -36.8333
Concepcidn -36.8333
Santiago -33.45
Santiago -33.45
Santiago -33.45
Santiago -33.45
Alameda 37.7534
Hurricane 38.4043
Sdo Paulo -23.5333
Sdo Paulo -23.5333

Longitude

=70

-70.

-70.

-73

-70.
-70.
-73.

-73.

.6667
6667
6667
VACKK
6667
6667
1333
1333

-73.05

-73.05

=70

-70.
-70.
-70.

-122

-81.
-46.

-46.

.6667
6667
6667
6667
.2604
9702
6167
6167

ISP

ENTEL CHILE S.A.
ENTEL CHILE S.A.
ENTEL CHILE S.A.
Telefonica del Sur S.A.
ENTEL CHILE S.A.
ENTEL CHILE S.A.
Telefonica del Sur S.
Telefonica del Sur S

Telefonica del Sur S.

S SR SR

Telefonica del Sur S.
ENTEL CHILE S.A.
ENTEL CHILE S.A.
Telefonica Empresas
Telefonica Empresas
Comcast Business Communications
T-MOBILE USA

NET Servigos de Comunicacdo S.A.

NET Servicos de Comunicacédo S.A.
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icific
n

Coogle
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Satellite

Canada

United
atates North

Atlantic
Ccean

Vanezuela
Codombla

Brasil

Blivia { ::

Feru

Sowuth
Atlantic
Ocean

KMap data ©2008 Europa Technologiesz -
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what's next thene
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wiho else is out theres?
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Pow asbout securitfye

= aNnonNnumicity
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Packet copture fiesta
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Ideos”

le (af) ruCckuswireless.com

luliz.eduoardo (at) gmoail.com
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rhonks

= Noid, evil
= m[=
loyerone
crew
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