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intro / history

• nothing new (and won’t go away)
• .com’s marketing helped the scam 

industry
• in some places it got extended outside 

the webspace world
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phishing
• a means to a fraud

– spam/ forged emails
– fake sites
– trojans/ malware
– voice
– sms
– wi-fi phishing (bad dns entries again)
– web 2.0 (javascript, ajax, xss, etc)

• why some third world countries banks had to keep up 
with this?

• APWG breaks it down into:
– financial, retail, isps, other
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phishing / financial
• identity theft
• account withdrawn
• buying stuff with someone else’s $
• and, for some financial institutions, security is 

an after thought

• but, why?
– high roi
– risk free *
– lack of human interaction
– lack of user knowledge
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spam

• someone will fall for it
• out of 1 million spam messages, 0.01%
• spams do get better too
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fake websites

• usually not hosted in the US
• usually not up for more than a few days
• reason why the emails go out in batches/ 

seasonal *
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trojans/ malware
• email
• email directing to a fake site
• social networking websites
• im’s

after download of the malicious binary
• user could be redirected to bad site instead of good one 

(pharming)
• the drive-by pharming case (poisoning the gateway, not 

the machine)
• simply logging data and sending to a site/ email
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voice phishing
• or email
• spit
• eavesdropping 

(mim)
• for example:



 
may 07 – layerone.info

sms

• person receives a sms asking to visit a 
webpage, call a number, free stuff, etc
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wi-fi phishing

• evil twin
– (better be) specially in hotspots
– the user will be handled an ip for a dns with 

bad entries for “known-desired” sites (aka: 
banks, ebay, paypal, amazon, etc)

– or a simple mim attack
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web 2.0

• javascript
• ajax
• xss
• mim

• check comments from Billy Hoffman on 
his shmoocon 07 talk
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but, if you need people’s 
information, why can’t you just 

BUY IT?

• well, you can...
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how to resolve the problem

it all comes down to

WHO IS 
RESPONSIBLE FOR 

THE THEFT?
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solutions

• ssl on all banks initial page
• some sort of client application pushed by the 

banks website (hmm)
• captchas
• anti-spam / anti-spyware/ anti-malware
• enterprise (appliances)
• home (applications/ os flavors/ webbrowser 

flavors and smaller appliances)
• some banks outsourced phishing incident 

response handling
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won’t ssl protect you?

• not if
– trojan installed (ssl connection still 

trusted/safe)
– and... human factor
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virtual keyboards

• click / screen shot loggers
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sitekey?

• great paper explaining why not...
http://cr-labs.com/publications/SiteKey-20060718.pdf
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the “security card”
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real tokens

• expensive
• for high profile customers
• or if the client is willing to pay for it
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atm fraud

• again, take money from someone else
– card / pin stealing
– card cloning
– fake atm machines
– fake atm machine covers
– hacking the atm itself (programming codes, tests, 

insider info, etc) *
– money stealing on the spot
– people hijacking

• or simply from the bank *
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atm fraud solutions (?)
• smartcards

– still needs the magstripe
– clonable? (or at least readable?) *
– compatibility

• integration with cellphones
– initially for sms’ing an one time password (also for online banking)
– later for real internet banking (which could possibly open a whole new 

can of worms)
– cellphone banking available in some places in Europe, South Africa, 

New Zeland, Brazil and Japan
– apparently cingular to offer cellphone banking in the US
– convergence and phones doing lots of stuff, user able to install crap

• 10,000 steps for the person to be able to take out money (or do 
another transaction via online banking for that matter)

• restrictions: daily amounts (or by time)
• and...
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end user education / awareness

• websites
• ads on magazines
• ads on billboards
• prime time ads on tv
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examples

• taking cash from an atm in the US
– insert the card
– punch the pin number
– select operation
– remove the card
– take cash
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examples cont.

• taking cash from an atm in Brazil
– insert the card
– punch the pin number
– select operation
– use password # XYZ from the poor man’s 

security token
– insert card again
– take cash and run
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examples cont.

• taking cash, again in Brazil
– insert card
– punch pin number
– select operation
– punch the date / month/ year/ day of birth
– insert card
– take cash and run
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examples cont......

• taking cash in Venezuela
– insert the card
– punch pin number
– punch your id’s first (or last) 3 digits
– ?????????????????????????????????????????
– (find another atm)
– (cry for help)
– take cash
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videos
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con clusion

• it’s probably gonna get worse
• evolution accross the board
• and, some places will not change
• never travel without cash :-)
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questions?

luiz eduardo
le (at) atelophobia.net


