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Introduction to WPA

OpenCiphers

= WIFI Protected Access

Authenticator
Supplicant Authenticator Server
[ AP [As]
1 MK * ----------------------------------------------------------------------------------- MK
defves defives
Y 3 L
2 PMK F'MK .‘. .......................................... PMK
moves key
Use PMK and
4-way handshake
4-way group
handshake
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Introduction to WPA

OpenCiphers

= PSK

= MK IS your passphrase
= |t's run through PBKDF2
to generate the PMK
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Introduction to WPA

OpenCiphers

= PBKDF2
unsigned char hash[32];

t =shal hmac(MK, SSID, 1);
for(i=1; i < 4096; i++)

t = shal hmac(MK, t);
memcpy(hash, &t, 20);

t =shal hmac(MK, SSID, 1);
for(i=1; 1< 4096; i++)

t = shal hmac(MK, t);
memcpy(hash + 20, &t, 12);
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i@}ig Introduction to WPA

OpenCiphers

= shal hmac

shal(MK ~ Ox5c, shal(MK ”~ 0x36, t));

A 4

shalinit(ctx);

ctx = shalupdate(ctx, MK " 0x36);
ctx = shalupdate(ctx, t);
Innershal_ctx = shalfinal(ctx);

shalinit(ctx);

ctx = shalupdate(ctx, MK " 0x5c);

ctx = shalupdate(ctx, innershal_ctx);
outershal ctx = shalfinal(ctx);
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@% Introduction to WPA

OpenCiphers

= shal hmac

shal(MK ~ Ox5c, shal(MK ”~ 0x36, t));

y

shalinit(ctx);

ctx = shalupdate(ctx, MK * 0x36);
ctx = shalupdate(ctx, t);
Innershal_ctx = shalfinal(ctx);

shalinit(ctx);

ctx = shalupdate(ctx, MK " 0x5c);

ctx = shalupdate(ctx, innershal_ctx);
outershal ctx = shalfinal(ctx);
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You can cache

some of the state

to reduce the number
of required SHA1’s
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Introduction to WPA

OpenCiphers

= For every possible PMK compute PTK and see If it
matches the handshake captured on the network

=
Authenticator U= Master Key (MK)
Supplicant Authenticator Server l
- @ - @:_—Lﬂf' Pairwise Master Key (PMK)
1 MK * ----------------------------------------------------------------------------------- MK l
degves defives

N R AR RN R R

Use PMK and : : : .
4-way handshake i L . : d
i Key Conformation. Key Encryption [ Temporal 3 lemgo(_r?}l(g)
i Key (KCK : Key (KEK) * Key1 1) + Rey
GTK TTOTTPPT——— I . " : y (KCK) . . Y L : 5
4-way group ! PTKbits 0-127 . PTKbits 128 - 255 PTK bits 256 - 383 PTK bits 384 - 511;
handshake i : . . :

................................................................................................................
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FPGA coWPAtty

OpenCiphers

= Uses 8 SHA-1 Cores
= Uses BlockRAM to buffer the words fed to the
cores

= As long as the machine is able to supply words
fast enough, the SHA-1 cores will be utilized fully
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Performance Comparison
OpenCiphers

PC FPGA

= Cowpatty = Cowpatty
= 800MHz P3 ~25/sec = |LX25 ~430/sec
= 3.6GHz P4 ~60/sec = 15 Cluster ~6,500/sec
= AMD Opteron ~70/sec = FX60 ~1,000/sec
= 2.16GHz IntelDuo ~70/sec

= Aircrack
= 3.6GHz P4 ~100/sec
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Results

OpenCiphers

Decided to compute hash tables for a 1,000,000
passphrase wordlist for the top 1,000 SSIDs

Took RenderMan 1 month to compute on his
cluster

Found out that his wordlist had return characters
at the end of every line

(after computing for a month)
He sent me an email asking for help
A 15 card cluster did it in 2 days ;-)

April 16, 2006 2006 © The OpenCiphers Project



i@fﬁg FPGA coWPAtty

OpenCiphers

April 16, 2006 2006 © The OpenCiphers Project



OpenC|phers

Demo



Mac OS-X coWPAtty???

OpenCiphers

= /System/Library/PrivateFrameworks/Apple80211
framework/Versions/Current/Resources/airport

airport AirPort v.427.2 (427.2.0)

Supported argunents:
<sni p a whol e bunch of sem-normal iwonfig-I|ike features>
-P<arg> - - psk=<arg> Create PSK from specified passphrase

and SSI D.
The follow ng additional argunents nust be specified with this
comrand:
- -ssi d=<ar g> Speci fy SSI D when

April 16, 2006 2006 © The OpenCiphers Project



chetto_pmk.pl

OpenCiphers

#! [ usr/ bi n/ perl

open( | NFI LE, "di ctionary.txt");
ny $start = tine;

ny $count = O;

foreach (<INFILE>) {

chop($));
$cnmd = "airport --psk=$_ --ssid=linksys >> pnks.txt";
syst em $cnd;
$count ++;
}
$el apsed = tine - $start;
$perform = $count / S$el apsed;

print "$count passphrases tested in $el apsed seconds: ";
print "$perform passphrases/second\ n";

beet | es- conmput er: ~/ Downl oads beetl e$ ./ ghetto_pnk. pl
2253 passphrases tested in 217 seconds: 10.3824884792627 passphrases/second
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i@}ig pico-wepcrack

OpenCiphers

= FPGA Core

= Uses 16 custom RC4 cores
= Uses BlockRAM for S-Boxes
= Will try every key between a start and end
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@% pico-wepcrack

OpenCiphers

= RCA4.
for(i =0; i < 256; i ++) [l Initialization
S[i] =i;
for(i =] =0; i < 256; i++) { /'l KSA

j += S[i] + K[il;
Swap(S[i], S[jl);
}

for(i =1, j =0; ; i++) { /1 PRGA
o= Si];
Swap(S[i], S[j]);
PRGA[I — 1] = S[S[i] + §[j]];

}
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pico-wepcrack

OpenCiphers

= RCA4.

for(i =0; i < 256; i ++) [l Initialization
S[i] =i;

for(i =] =0; i < 256; i++) { /'l KSA
j += §[i] + Ki]; /1 Kis input
Swap(S[i], S[j]);

}

for(i =1, j =0; ; i++) { /'l PRGA
j = S[i];
Swap(S[i], S[j]);
PRGA[i — 1] = S[S[i] + 9j1]; /1 PRGA is output

}
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pico-wepcrack

Computer

Start: O
— End: 16

PRGA: bling
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RC4
Keygen

/v RC4

Key: 0

Key:1 —— RC4

Key: 2

\ RC4

2006 © The OpenCiphers Project



e .
3@&@ pico-wepcrack

OpenCiphers

Computer

Start: O
— End: 16

PRGA: bling
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RC4
Keygen

RCA4

/

PRGA: wOOt!

-

<« PRGA:arg? ——

RCA4

PRGA: samy is my hero

N

RCA4
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/v RC4

3
Start: O RC4
Computer —— End: 16 —> Keygen 4 » RC4
PRGA: bling
5

\ RC4
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pico-wepcrack

Computer

Start: O
— End: 16

PRGA: bling
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RC4
Keygen

RCA4

e

PRGA: meow

-

«—— PRGA: bling ——

RCA4

PRGA: doubletrue

N

RCA4
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pico-wepcrack

OpenCiphers

= RC4:

for(i =0; i < 256; i ++)
S[i] =i;

for(i =] =0; i < 256; i++) {
j += 9[i] + K[i];
Swap(S[i], S[j]);

}

for(i =1, j =0; ; i++) {
o= Si];
Swap(S[i], S[j]);
PRGA[I — 1] = S[S[i] + §[j]];
}

April 16, 2006

/1
/]

/1

/1

Initialization
S- Box nust be reset

KSA

PRGA
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A

RC4
B
A
B
A

RC4
B
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RC4
B

Computer S RC4
B

RC4
B
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RCA4

Computer S RC4
B e
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B /
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Computer S RC4
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pico-wepcrack
OpenCiphers

Default &

wepcrack 1.1.8 by Johnny Cache-- .
90 KeySize: 48 Status Runnil

| Total Run Time: @d &h @m 15s Total Compute Time: @d 6h ém 0s
| Chunksize: 38 Chunks currently out: @ Current Stragglers: &
| Percent Complete: ©.8000 Straggler Threshold: ©d zh @m Bs

| Next iKey: 00:00:00:00:00:

-
| Total KeyChunks: :
| KeyChunks checked out: 3
| KeyChunks checked in: :

+ 3

2: Default |

RS
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Performance Comparison
OpenCiphers

PC FPGA
= jc-wepcrack = pico-wepcrack
= 1.25GHz G4 ~150,000/sec = LX25 ~2,000,000/sec
= 3.6GHzP4 ~300,000/sec = 15 Cluster ~30,000,000/sec
= FX60 ~5,000,000/sec
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Conclusion
OpenCiphers
= Get an FPGA and start cracking!
= Make use If your hardware to break crypto
= Add cool ascii matrix fx when you can :-)
= Choose bad passwords (please!)
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Questions?

OpenCiphers

= We'll give you a free set of hash tables!

= Johnny Cache

= johnycsh@gmail.com

= http://www.802.11mercenary.net
David Hulton

= dhulton@openciphers.org

= http://www.openciphers.org

= http://www.picocomputing.com
Beetle

= http://www.shmoocon.org
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